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HOW IT STARTED

Last years defcon talk was on malware C2

Wanted a bigger challenge.

Could it be any harder ? 



HOW IT STARTED



Easy? Thing again

18 out of 36Malware

Ransomware 3 out of 140



Quick intro to ransomware

Ransomware is a type of malicious software (malware) that threatens 
to publish or blocks access to data or a computer system, usually by 
encrypting it, until the victim pays a ransom fee to the attacker. In 
many cases, the ransom demand comes with a deadline. If the victim 
doesn’t pay in time, the data is gone forever / the ransom increases / 
moving to another way of extortion.



Quick intro to ransomware

• Malware distribution and infection
• Command and Control (C2s)
• Discovery and lateral movement
• Data extraction
• Data encryption
• Extortion
• Resolution



Ransomware market 
• Faster growing type of cybercrime
• Payouts hit $1.1B in 2023
• Highly professional industry
• Seems that boundaries are falling off..
• Wannacry opened the can of worms



Ransomware 
Gangs

HIGHLY hierachical.

Clear structure

Tech part

Ransom negotiators and Customer Support

Money launderers and Payment Processing

Collaboration and Partnership



Ransomware 
Gangs

Malware developers

Exploitation (possible 0 day/N-day) developers

Data theft and Leaks

Operational security

Infrastructure and hosting



Ransomware 
Models

Lone wolves

Initial access brokers

All in one ransomware groups

RaaS



RaaS
Flat monthly fee

Affiliate programs with a monthly percent of the profits

One-time license 

Pure profit sharing / payments made to the RaaS 

Most well known were Lockbit, BlackCat, Clop etc..





Extortion 
Establish communication with victims 

Lay their terms

Extort victims with multiple ways 



Extortion 
Ransom on data

Release data

DDOS with knowledge from data

Communicate with customers / stakeholders



Let’s set some Goals

• Identify C2s and data leak sites
• Try to find vulnerabilities
• Identify people behind them 
• Try to disrupt panels / threat actors
• DO NOT disturb active LEA investigations
• Don’t be a malakas!
• Don’t get vanned









Identifying panels 
• https://ransomlook.io/

• https://ransomware.live/

• https://github.com/fastfire/deepdarkCTI

• Lots of doom scrolling and monitoring CTI companies for new posts



Limitations
C2s had a terribly small lifetime 

Data leaks sites are looked after

Data leaks is behind tor / onion



Methodology 
Ignore malware distribution and reversing 

Run the malware in a sandbox

Extract all URLs

Use data-leaks URLs found via CTI





Identifying panels 
• Dirsearch (FTW) and ffuf

• Burp suite

• Tor expert bundle , Tor Browser and torsocks

• Coffee

• Any run

• Several droplets on DigitalOcean

• Shodan.io and Censys

• Lots of coffee



• Malware vendors also switched to the “as a service model”

• Some old ones can still be acquired with a “once off” fee 

• Most new one want a monthly subscription varying from 
$100 to several thousands per month.

MALWARE MARKET 



MALWARE MARKET 
3 LEVELS 

People who develop malware and its functionality and their C2DEVELOPERS  

VENDORS
The one who take most of the profits and often advertise their goods 
on darknet marketplaces and aggressively seek out new customers 
to purchase their malware.

Last part of the chainBUYERS



MALWARE MARKET 
Profits:  2.2 BILLION DOLLARS (without ransomware)

Commonwealth of Independent States is UNTOUCHABLE.

Vendors are part of criminal rigs that enjoy IMMUNITY.



MALWARE 101 

• Delivered via a variety of methods.

• Achieve persistence through a number of ways.

• Heavily obfuscated and difficult to reverse.

• Connects to a Command and Control (C2) server for further instructions periodically.

Android Windows Mac



MALWARE LINGO 
An application that will try to steal all information and send it to 
C2.

STEALER

DROPPER Typical basic program that is used to drop other malware to the 
victim.

App that subscribes the victim to a number of premium 
services.

SUBSCRIBER

Duh…BOTNET



MALWARE 
ANALYSIS

HIGHLY technical.

Static analysis.

Dynamic analysis in sandboxes.

Reversing and jumping through a lot of hoops.

Focus on reversing raised the bar.

If you are here for reversing tips…



MALWARE 
ANALYSIS

POTENTIAL OBSTACLES

• Anti-debugging techniques

• Obfuscation techniques

• Runtime function decryption

• Anti-Virtual Machine techniques

• Staged downloads

• Plethora of stuff that I don’t 

understand





MALWARE C2 
ANALYSIS 

Not that technical.

Treat C2 as a black box web app 

test.
If black box fails, “cheat” and use 

communication from the sandbox running 
malware.

If all else fails, run it on my victims’ devices 

and just proxy through burp.

Apply some “art” to 

it.



MALWARE C2 ANALYSIS 



MALWARE C2 ANALYSIS 

Highly opportunistic - Small C2 life time.

Needs to be automated and integrated with threat 
intel tools to maximize the small window of time I had.

Blacklisted IP addresses - Switch machines.



MALWARE C2 ANALYSIS 
• Twitter threat intel: Check blog post for references.(but also a lot of doom scrolling.)

• (no longer works. THANKS SPACE KAREN)

• https://tria.ge

• https://tracker.viriback.com/

• https://threatfox.abuse.ch/

• https://github.com/Gi7w0rm/MalwareConfigLists



MALWARE C2 ANALYSIS 



MALWARE C2 ANALYSIS 
Python script in a loop that updated a database of all targets.

Scan all targets for potential issues or exploit it immediately if there 
is a known vulnerability (time window).

Push notification to my phone when a new panel appeared.



TOOLSET AND 
METHODOLOGY

• Dirsearch

• Burp Suite

• Jadx Decompiler

• Apklab.io

• Any run

• Several droplets on DigitalOcean

• Shodan.io

• My Cancerous Android phone



METHODOLOGY

Acquire C2 URL and run automated tools.

Run in sandbox and review communication 

logs.
Run automated tools with added knowledge.

Fire up Burp and treat it as a penetration test.

PROFIT!  Submit a DEFCON 10 talks!



GOALS

Get Admin access to the panel.

Get RCE on the server.

Acquire the source code of the panel

(and potentially the malware).

Don’t end up in a black VAN! get 0-dayed



NOT HONORABLE MENTION

Cloudflare Hetzner Bulletproof hosting 
providers





AMADEY



AMADEY

Surfaced on October 2018

Typical Stealer

Sold in Russian forums ($400 - $800)

Usually used as a dropper for other malware.

Source was leaked 5 years ago.

Known connections to: LockBit, TA505, TA406 and 

TA511.



AMADEY

Stray files.zip from dirsearch

Zip was password protected

Cracked in less than 24 hours.



AMADEY
Cracking zip password



SQL Injection!

AMADEY



AMADEY



AMADEY



AMADEY
Limiting filename to exactly 12 characters (incl. extension)

::: as the delimiter for the String.



AMADEY



AMADEY



AMADEY

Reverse shell

Automated way of extracting everything in less than 
30 seconds from report to full owning the website.

Added a cron job to corrupt a percentage of the 

files.

Unfortunately it I was fixed late June of 2023.



AMADEY

> 1000 
INSTANCES 

> 7 MILLION 
Devices Compromised



SMOKELOADER
First record in 2014.

Targets Windows.

Generic dropper for other malware.

Price for full package ~ $1600.

Known connections to: LockBit, TA505, TA406 more TAS…



SMOKELOADER
Dirsearch to the rescue!

Stray zip file with credentials.



SMOKELOADER



SMOKELOADER



SMOKELOADER



SMOKELOADER
Did not manage to get RCE.

Source code available (minus the credentials as it’s still active).

All shared malware downloadable from git.



SMOKELOADER
Knew the default zip name of the source 

code.
Searching every minute for new refs in threat intel.

20% Vulnerable once I was quick enough!

60 Different Instances of Smokeloader panels. 

2 had over 500k bots.

Estimated over 10 million unique devices were 

compromised.



SMOKELOADER
Cut off access to most of their servers

Not all of them

Regained access to all

Why do I announce it ? 









UADMIN

Surfaced on October 2016

Typical Stealer

Sold in Telegram ($300)

Known to have several variations.

Source was leaked 3 years ago.



UADMIN

Documentation folder provided default username 

password
Source 

found.
Lots of issues found.



UADMIN



UADMIN

COUPLE OF 
ISSUES:

• getimagesize() bypass

• Not known filename (but easily predictable)

• $bid is also user controllable.



UADMIN

Source: https://trevorsaudi.medium.com/



Create a script that will brute force the filename 
following the known pattern.

2 to 6 minutes later…

UADMIN



UADMIN



UADMIN

Reverse shell

Automated way of deleting everything

DELETE everything.



UADMIN 30 
INSTANCES 



X

First appearance September 2023

Phishing kit

Terrible code

It has no name! (LTE914 is mentioned somewhere)

TERRIBLE CODE



X
Login was submitting to mo.php

mo.php was redirecting back to login BUT…



X



X



X



https://skyedesigns.nl/itsme -> https://progoogle.nl/itsme

X



X



X

Password was crackable and reused on all 

machines…

Sqlmap to the rescue!



X



x

50 
INSTANCESThe Past Month

All of them are 
currently down.



bbx

6 different servers with the same crimekit

Lots of common exploits in the server + some custom scripts



bbx

Ping script to check if the server was dead



bbx



bbx

Extracted all crime kit

Extracted all targets

Extracted all hacking targets and notified

Incident response



bbx



bbx



bbx

10 
INSTANCES
60K devices

They are in a 
better place 

now…



RUSTLOADER

First appearance January

Targeting mac

Researched and reversed by Andrei 
Lapusneanu of Bitdefender labs

ALPHV / BLACKCAT C2 for all 
their malware



RUSTLOADER
Most of the servers were 

down.
One of them was intermittently down..

Wait…



RUSTLOADER



RUSTLOADER



RUSTLOADER



RUSTLOADER

Enumerable tasks.

Server down.

Automate this shit.

Go to sleep.



RUSTLOADER



RUSTLOADER
Extracted 197 commands in 2 minutes on a 4 hours 

window.



RUSTLOADER



RUSTLOADER
Incident response mode!

Several companies (some of them unicorns) 
notified and acknowledged the issue

Will disclose about this once everyone is ready



Estate red

First appearance 3 years ago

Masked as a scripted call service

Targeting boomers and vulnerable 
people.



Estate red

Cloudflare

Found direct ip

Exposed git directory



Estate red



Estate
red



Estate red

Full admin on the panel

Database dump

Shared with authorities and 
TechCrunch



Estate
red

Source: https://techcrunch.com



Estate
red

Source: https://estate.red



ETHICAL 
DILEMMAS



NEXT STEPS

I think I have 
covered 

everything

Already going 
after something 

much bigger.

Will continue 
helping twitter 

friends



THANK YOU 
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